Collaborative Partnership

Proactive Solutions

Balanced Strategy

Arsenal Security Group is focused on helping customers leverage security to enhance their core
business. Our clients engage us to ensure they are conducting their business securely — between
their business partners, suppliers, customers and employees.

We Secure Your Business

We work with our customers to integrate security into their business fabric. Through business
focused consulting, regulatory driven compliance, to technology based assessment services,
Arsenal Security Group is your trusted service provider.

The Arsenal Approach — Arsenal Security
Group is a consulting firm that is focused on
close client coordination and collaboration.
From the initial meeting through the final
presentation, an Arsenal Senior Partner will
be your primary contact for all engagement
activities. We proactively conduct weekly
calls with our clients when engaged and meet
with clients on a quarterly basis to review and
understand their security posture—even when
we are not actively engaged on assignment to
ensure they are aware of new security risks
and regulatory changes that may impact

their business.

Our Consultants — Arsenal Security Group
brings experienced staff with an average

of over 10 years of IT Security experience
across every major industry sector. Our
consultants maintain ongoing training and
are required at a minimum to maintain
CISSP and QSA certifications.

Our Clients — Arsenal serves customers
across the United States and Canada with
our consultants located in over 15 major
cities. Our clients look for Arsenal to provide
innovative solutions that place their business
needs first. Arsenal provides business-focused
consulting for your IT Security and
Compliance needs.

“Companies have an ever increasing demand to achieve and maintain compliance in today’s business world.
These challenges are amplified with finding the right skills and expertise to understand and implement
effective controls that are aligned with your business. Arsenal Security Group is your trusted service
provider with the skills and expertise to secure your business in today’s world.”
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- Russell Teague & Mark Lippman
Founders of Arsenal Security Group
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Service Offering
Portfolio:

Regulatory Compliance
Services — Arsenal’s Regulatory
Compliance Services can provide
you with the industry expertise to
address your business compliance
needs.

Payment Card Industry
Services — Arsenal’s PCI
Services are aligned with Data
Security Standard Version 1.1
and designed to assist our clients
to achieve compliance.

Business Security Consulting
Services — Arsenal’s Business
Consulting services are focused
on solving business challenges
securely.

Technology Assessment
Services — Arsenal offers a full
range of technology assessment
services to meet your enterprise
security needs.

For complete details visit us at
www.arsenalsecuritygroup.com
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Payment Card Industry Services

PCI QSA-certified assessors will assess all 12 control areas of the Data Security Standard Version 1.1, perform a gap analysis,
Assessment provide a remediation plan as part of the Initial Report of Compliance, and deliver a Final Report of Compliance.

PCI A PCI Security Workshop is a facilitated session led by a QSA-certified assessor and one of our Senior Partners to assist all
Compliance Workshop | functional business areas (IT, Legal, Marketing, Line of Business, etc.) to prepare for a PCI Assessment.

PCI PCI Compliance Strategy provides interviews with key stakeholders, complete documentation of all business processes
Compliance Strategy | surrounding card holder data, to include all areas of data use and storage to produce your PCI Compliance Strategy.

PCI PCI Assessment Planning includes a thorough review of your company’s current business processes that involve processing,
Assessment Planning | storing or transacting card holder data to understand areas for improvement to achieve compliance.

PCI Before, during and after assessment, Arsenal’s experienced staff can provide you with the expertise and assistance in
Remediation Services | remediation and determining compensating controls for areas that are not compliant with DSS Version 1.1 requirements.

Business Security Services

Business Security
Health Check

Do you understand the current state of security across your business? The Arsenal Business Security Health Check will
assess your current security posture and provide a detailed gap analysis against industry standards so that you understand the
risks to your business.

Business Security
‘Workshop

Need help understanding security and how to leverage it to help change your business? Industry security experts will work with
you and your team in a collaborative workshop focused on understanding security as it relates to your business.

Corporate Security
Traning

Do you need to train your non-IT staff on relative security issues? Do your executives need a refresher? This multi-faceted of-
fering provides custom security training modules on Security Policy, PCI , Regulatory Compliance and other topics designed
for your business and audience.

Business Partner
Security Management
Strategy

Are you concerned about your 3rd party and business partner security posture and how it may affect your business? This
offering will assist you in developing a comprehensive strategy in transacting business securely — between your business
partners, 3rd parties, and customers.

Vendor / Supplier
Management Strategy

Are you concerned about your vendor and supplier security posture and how it may affect your business? This offering will
assist you in developing a formal plan to ensure vendors and suppliers maintain a minimum level of security compliance
aligned with your business governance and risk management program.

Technology Assessment Services

External Vulnerability | Internet Security Assessment is designed to provide you with a comprehensive review of your external perimeter environment
Assessment across your technology architecture and your management processes. This will include a network scan and penetration test.
Internal Vulnerability | Intranet Security Assessment includes a comprehensive review of your internal networking architecture, component
Assessment configuration analysis and an internal scan of your entire network.

Wireless Security

Wireless Security Assessment provides a comprehensive review of your wireless network architecture. This assessment also

Assessment identifies rogue wireless devices that are attached to your network if your company policy does not allow wireless networking.
Application Security | Application Security Assessment is an in-depth analysis of your end-to-end application configuration and architecture.
Assessment In addition, Arsenal can provide application code-level review for a detail analysis of your application source code.
Platform Security Arsenal’s Platform Security Assessment includes a detailed system review from a component configuration and system
Assessment architecture perspective.

Regulatory Compliance Services

1SO-17799
Compliance Services

Are you an international company concerned about security, risk and compliance? ISO-17799 Compliance Assessment is an
industry adopted unified framework for performing risk & gap analysis to determine current level of compliance.

HIPAA Compliance
Services

If your organization deals with healthcare information or does business with a partner that shares or exchanges healthcare
information, you should consider Arsenal’s HIPAA Compliance Services to review your level of compliance with the Health-
care Information Portability Accountability Act which includes the HIPAA Privacy Regulations and HIPAA Security Rule.

FFIEC Compliance
Services

Are you trying to achieve compliance with the mandated FFIEC Regulations for two factor authentication and systems
logging? Our FFIEC Compliance Services will help you understand what is required and implement a repeatable process.

FISAP Compliance The Financial Institution Shared Assessments Program (FISAP) is a groundbreaking consolidated standard for financial
Services institutions and their business partners to evaluate current security posture and implemented security controls.

SOX-404 Compliance | Arsenal Security Group’s SOX-404 Compliance Services are designed to provide your business with assistance in
Services understanding SOX, assessing your progress, and helping you determine your IT key control requirements.




